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Cyber Insurance Policy for
Small and Medium Sized Enterprises

Digitalization is a natural process but it also hides risks like data
breach, data theft, destroying of your computer systems, cyber extor-
tion, and many others.

Cyber crimes do not only happen to massive corporations, banks, and
public institutions. Apparently, small and medium companies are
often targeted as more vulnerable and oblivious to the threats in the
digital space.

Even a business that consists of one person is in danger. In fact, as
long as someone is using any type of a digital device, (PC, tablet,
mobile) they can be affected. The harm caused by a cyber attack can
be irreversible.

SMEs, especially if they are new on the market, focus their efforts
mainly on succeeding, surviving in critical times, and establishing a
recognizable brand. Because these objectives are a priority, too often
security is neglected. As a result, smaller companies have become an
easy and attractive target for hackers.

According to the Cost of Cybercrime Study conducted by the consul-
tancy company Accenture, 43% of cyberattacks are aimed at small
businesses, but only 14% are prepared to defend themselves.

Not only does a cyber attack disrupt normal operations, but it may
damage important digital assets and the IT infrastructure that can be
impossible to recover from without the budget or the resources to do
Sso.

All these complications can be avoided by choosing the right cyber
insurance policy. We are a next generation cyber insurance company
that combines the latest cybersecurity technology and expert insur-
ance solutions to provide you with active security and the peace of
mind you need to expand in the digital world. With our solutions you
are at ease!
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What are the most commmon cyber threats?

m) Phishing — you or your colleague can receive an email with harm-
ful information.

mp Denial of Service — your systems can be totally blocked.

mp Data Breach — small and medium businesses that handle personal
data/credit card data can be seriously affected.

= Malware — might damage your systems.

All of the mentioned above destructive activities might lead to an
interruption of your business, significant financial losses, lawsuits,
data theft and more. Not to mention the repercussions for your
brand's reputation.

Who are the cyber criminals?

They can be insiders, competitors, disappointed clients, spies, and
terrorists. Of course, they can be just cruel strangers trying to steal
from your company. The most worrying factor is that anybody with
bad intentions can become a hacker and compromise your data. No
special skills or education are needed.

Is your IT structure reliable?

Usually, web administrators install an anti virus program to your sys-
tems but this is not enough to protect you. Hackers are clever and
have various paths to reach you. They also use technologies your IT
specialists have no access to. Having an IT department does not
mean your company is not exposed to cyber attacks.

Your IT department or contractor is there to maintain and improve
your information systems but will not deliver cybersecurity expertise
to you and will not cover your expenses in case of an incident. Most
likely, they do not have an emergency response plan for you as well.
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How do we guarantee your peace of mind?

Our approach is to prevent cyber attacks. Therefore, we work side by
side with Israeli top cybersecurity experts and we have an in-house
Security Operation Center (SOC). Our cyber insurance solution for
SMEs includes an advanced EDR technology (Managed Security Ser-
vice) for detection and response to suspicious activities.

In addition, our SOC is available 24/7 and reacts immediately in the
event of a cyber threat or a cyber attack. Our experienced specialists
will assist you and your partners within the agreed period of time and
will ensure the harm to your systems and your reputation is kept to a
minimum. If there's a serious damage, we pay for the cost of repairing
or replacing your office computer system.

What is EDR? We implement a Managed Security Service (MSS)
called Endpoint Detection and Response (EDR) which automatically
recognizes, isolates, and neutralizes suspicious activities that happen
in your network.

What are the advantages of your cyber insurance
by Cyber Lev Ins?

Response

Your business is Unauthorized You receive three
protected by a actions are detect- levels of assistance
powerful risk miti- ed by the EDR via our 24/7 help-
gation tool — our security service line.

in-house SOC. before they

manage to harm
your computer
systems.
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Expertise Advice and Coverage
Investigation

The cyber insur- Our SOC special- You will receive
ance solution you ists will advice you coverage depend-
get is developed by in case further ing on the agreed
some of the world's investigation is terms in your
leading cybersecu- needed. policy.

rity experts - Oren
Elimelech and his
team.

What does the cyber policy for SMEs cover?

& Data Breach Response

& Expert Help with Handling a Cyber Threat or a Cyber Attack
& Assistance in the Event of Cyber Theft

& Advice on Circumventing Deny of Access to Office Systems
& Up to 25 Hours Specialized Help Provided to a Third Party

Contact us and

secure your business
with this fast and easy
cyber insurance solution!
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